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Disclaimer 

The following is intended to outline our general product direction. It is intended for information 

purposes only, and may not be incorporated into any contract. It is not a commitment to deliver any 

material, code, or functionality, and should not be relied upon in making purchasing decisions. The 

development, release, and timing of any features or functionality described for Oracle’s products 

remains at the sole discretion of Oracle. 
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Intended Audience 

Hotel IT Personal in-charge of maintaining the OPERA OXI Server. This solution is intended for OPERA OXI 

Servers connecting to external system hosted outside of Hotel network / cloud hosted that requires secure protocol 

TLS 1.2 for communication. It is only supported for Windows 7 and Windows 2008 R2. In Windows 8 and above, 

TLS 1.1 and TLS 1.2 are enabled by default. 

About this Document 

As of 30 June, SSL and early TLS support will be discontinued and implementing a more secure encryption 

protocols (TLS 1.2 is strongly encouraged) in order to meet PCI Compliance requirement. OXI Vendors will stop the 

service thru these protocols and force hotel to cut over to TLS 1.2, otherwise the communication will be affected.  

This document provides the detail step to configure the OXI server to use protocol TLS 1.2. 

Advisories and Considerations 

» The steps described in this document requires to change Windows registry settings. We recommend that IT 

personnel create a windows restore point or create a backup of the existing registry settings prior to making the 

changes. 

» Windows updates need to be applied to the latest available. 

» This document is only for OXI installed on Windows 7 and 2008 R2. If the hotel is using earlier version of 

Windows, please contact Oracle Sales team in the region to engage the consulting team for the OXI migration to 

new machine with newer version of Windows and apply the required changes as described in this document. 

Minimum Opera Version 

TLS 1.2 Support for OXI: OPERA 5.4.0.x and higher. 

Document History Information 

Revision 1.0 

Original Document Author James York; Putu Gs 

Changes June 2018: Document created. 
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Implementing the Changes 

 Adding WinHTTP Support for TLS 1.2 to Windows Registry 

WinHTTP is a Microsoft HTTP posting function used by OXI program to generate the requests to vendors. The OS 

must support TLS 1.2 for successful communication. 

Microsoft released an update to add support for DefaultSecureProtocols registry entry that allows the system 

administrator to specify which SSL protocols should be used when the 

WINHTTP_OPTION_SECURE_PROTOCOLS flag is used. 

See this MS Article for a detailed explanation on the WinHTTP sub-keys: https://support.microsoft.com/en-

us/help/3140245/update-to-enable-tls-1-1-and-tls-1-2-as-a-default-secure-protocols-in 

Download the Easy Fix from the Microsoft article above, and run the executable to add the registry keys for the 

WinHTTP. This is the recommended approach. 

 

 

 

The Easy Fix will add the required DefaultSecureProtocols registry editor entry for enabling TLS 1.1 and 1.2 in the 

following paths: 

» HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Internet Setting\WinHttp 

» HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Microsoft\Windows\CurrentVersion\Internet 

Settings\WinHttp 
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 Adding Internet Setting Support for TLS 1.2 to Windows Registry 

This is a very important setting for OXI Interface program to use TLS 1.2 protocol when connecting to external 

systems. 

» RegEdit Path: HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Internet Settings 

» RegEdit Path: 

HKEY_LOCAL_MACHINE\SOFTWARE\WOW6432Node\Microsoft\Windows\CurrentVersion\Internet Settings 

 

 

 

To enable the TLS 1.2 protocol, create a SecureProtocols entry in the appropriate Internet Settings sub-key. This 

entry does not exist in the registry by default. After you have created the entry, change the DWORD value to a80 to 

Enable TLS 1.2 support. 
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 Adding SCHANNEL for TLS 1.2 to Windows Registry 

The Microsoft Secure Channel or SCHANNEL is an encryption security package that allows users to select which 

protocols (SSL 2.0, SSL 3.0, TLS 1.0, TLS 1.1, TLS 1.2) they want to enable or disable. 

SCHANNEL is used by OXI to negotiate secure connectivity with External Systems. 

As previously discussed above the protocol used is mandated by the vendor and if the client also supports the 

protocol then that is what is used for the connection. This means that multiple protocols can be enabled without fear 

of OXI using the wrong one. 

By default SSL 3.0 and TLS 1.0 are enabled, but for TLS 1.1 and TLS 1.2 you need to manually add sub-keys for 

the following location on Windows 7 and Windows Server 2008 R2 platforms: 

» Regedit path: HKLM SYSTEM\CurrentControlSet\Control\SecurityProviders\SCHANNEL\Protocols 

To Enable or Disable the TLS 1.2 protocol, create Enabled & DisabledByDefault entries in the appropriate Client 

sub-key. This entry does not exist in the registry by default. After you have created the entry, change the DWORD 

value to 0 to disable the sub-key or 1 to enable the sub-key. 

You will need to create the TLS 1.2 → Client Path in Regedit and then add Enabled & DisabledByDefault in the 

Client sub-key. 

Set DisabledByDefault to 0 

Set Enabled to 1 
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 Enable TLS 1.2 for Windows Service 

Interfaces such as OXI are run as an MS account called Local System Account, this user is unique from OS level 

users in that it picks up different registry editor keys when determining which protocol to use.  

In some cases it has been observed that the Local System Account used by OXI is unable to pick up the TLS 1.2 

protocol sub-keys and may default back to TLS 1.0. 

If applying the three changes above still does not allow OXI to use TLS 1.2, then you can work around the use of the 

Local System Account and set the OXI Windows Service to Log On as an OS Admin User (after the WINHTTP, 

Internet Settings and SCHANNEL keys have been added to support TLS 1.2). 

 

 

By Default OXI uses Local System Account but if you need to change it to an Admin OS user that can use the 

WINHTTP and SCHANNEL sub-keys you can use the Log On Tab in Services for the OXI Interface and add the 

user. 
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 Enable TLS 1.2 for Internet Explorer and Java JRE 

There are several OPERA components that check the IE and Java Settings to see if TLS 1.2 is enabled such as the 

OXI Processor Windows Services (Uses IE Settings) and GetID operations from OPERA UI (uses Java Settings) for 

Merchant Link. 

To enable TLS 1.2 for Internet Explorer open the IE Browser and go to Tools → Internet Options 

 

 

Go to Advanced and scroll down to the bottom, there you will find the Use TLS 1.2 checkbox, this needs to be 

ticked. Click OK when finished. 
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Java JRE Setting is only for OPERA 5.5.0 and above. 

Open the Configure Java App 

 

 

Go to Advanced and scroll down to the bottom, there you will find the Use TLS 1.2 checkbox, this needs to be 

ticked. Click OK when finished. 
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Once all changes are in place, you should see TLSv1.2 being used in your network monitoring tools when 

communicating with OXI Vendors. 
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