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purposes only, and may not be incorporated into any contract. It is not a commitment to deliver any
material, code, or functionality, and should not be relied upon in making purchasing decisions. The
development, release, and timing of any features or functionality described for Oracle’s products
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Intended Audience

Hotel IT Personal in-charge of maintaining the OPERA OXI Server. This solution is intended for OPERA OXI
Servers connecting to external system hosted outside of Hotel network / cloud hosted that requires secure protocol
TLS 1.2 for communication. It is only supported for Windows 7 and Windows 2008 R2. In Windows 8 and above,
TLS 1.1 and TLS 1.2 are enabled by default.

About this Document

As of 30 June, SSL and early TLS support will be discontinued and implementing a more secure encryption
protocols (TLS 1.2 is strongly encouraged) in order to meet PCI Compliance requirement. OXI Vendors will stop the
service thru these protocols and force hotel to cut over to TLS 1.2, otherwise the communication will be affected.

This document provides the detail step to configure the OXI server to use protocol TLS 1.2.

Advisories and Considerations

» The steps described in this document requires to change Windows registry settings. We recommend that IT
personnel create a windows restore point or create a backup of the existing registry settings prior to making the
changes.

» Windows updates need to be applied to the latest available.

» This document is only for OXl installed on Windows 7 and 2008 R2. If the hotel is using earlier version of
Windows, please contact Oracle Sales team in the region to engage the consulting team for the OXI migration to
new machine with newer version of Windows and apply the required changes as described in this document.

Minimum Opera Version

TLS 1.2 Support for OXI: OPERA 5.4.0.x and higher.

Document History Information

Revision 1.0
Original Document Author James York; Putu Gs
Changes June 2018: Document created.
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Implementing the Changes
1. Adding WinHTTP Support for TLS 1.2 to Windows Registry
WInHTTP is a Microsoft HTTP posting function used by OXI program to generate the requests to vendors. The OS

must support TLS 1.2 for successful communication.

Microsoft released an update to add support for DefaultSecureProtocols registry entry that allows the system
administrator to specify which SSL protocols should be used when the
WINHTTP_OPTION_SECURE_PROTOCOLS flag is used.

See this MS Atrticle for a detailed explanation on the WinHTTP sub-keys: https://support.microsoft.com/en-
us/help/3140245/update-to-enable-tls-1-1-and-tls-1-2-as-a-default-secure-protocols-in

Download the Easy Fix from the Microsoft article above, and run the executable to add the registry keys for the
WInHTTP. This is the recommended approach.

Easy fix

To add the DefaultSecureProtocols registry subkey automatically, click the Download button. In the File Download dialog baox, click
Run or Open, and then follow the steps in the easy fix wizard.

MNotes

+ This wizard may be in English only. However, the automatic fix also works for other language versions of Windows.

« [fyou are not on the computer that has the problem, save the easy fix solution to a flash drive or a CD and then run it on the
computer that has the problem.

The Easy Fix will add the required DefaultSecureProtocols registry editor entry for enabling TLS 1.1 and 1.2 in the
following paths:
» HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Internet Setting\WinHttp

» HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Microsoft\Windows\CurrentVersion\Internet
Settings\WinHttp

File Edit View Favorites Help

4 -, WinHttp * 1| Name Type Data
:assport Test db:(De_faul})~ REG_SZ (value not set)
bholele’ 94| DefaultSecureProtocols REG_DWORD 0x00000a00 (2560)
ZoneMap
Zones

Lock Screen
Management Infrastructure -

< m »

Computer\HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Internet Settings\WinHttp
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2. Adding Internet Setting Support for TLS 1.2 to Windows Registry

This is a very important setting for OXI Interface program to use TLS 1.2 protocol when connecting to external
systems.

» RegEdit Path: HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Internet Settings

» RegEdit Path:
HKEY_LOCAL_MACHINE\SOFTWARE\WOW6432Node\Microsoft\Windows\CurrentVersion\Internet Settings

@’ Registry Editor
|Fi|e Edit View Favorites Help

----- . EventForwarding || Mame Type Data
by explorer ab] (Default) REG_SZ {value not set)
i o Scatmeu)( gﬂActive)(Cache REG_SZ C\Windows\Downloaded Program Files
. Group Policy ﬁCDdeBaseSearch... REG_SZ CODEBASE
i Hints 84| EnablePunycode  REG_DWORD 000000001 (1)
».|. HomeGroup b MinoVersion  REG SZ 0
i IENSS |:| JﬁﬂSecureProtocols REG_DWORD 000000280 (2688)
:> - IME o WarnOnIntranet  REG_DWORD 000000001 (1)
il Installes
IJ - 1. Internet Settings
[l LT S
| N 1 |

||i)m puter\HKEY_LOCAL_MACHINE\SOFTWARE\Wowb432Node\Microsoft\Windows\ CurrentVersion\Internet Settings

To enable the TLS 1.2 protocol, create a SecureProtocols entry in the appropriate Internet Settings sub-key. This
entry does not exist in the registry by default. After you have created the entry, change the DWORD value to a80 to
Enable TLS 1.2 support.
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3. Adding SCHANNEL for TLS 1.2 to Windows Registry

The Microsoft Secure Channel or SCHANNEL is an encryption security package that allows users to select which
protocols (SSL 2.0, SSL 3.0, TLS 1.0, TLS 1.1, TLS 1.2) they want to enable or disable.

SCHANNEL is used by OXI to negotiate secure connectivity with External Systems.

As previously discussed above the protocol used is mandated by the vendor and if the client also supports the
protocol then that is what is used for the connection. This means that multiple protocols can be enabled without fear
of OXI using the wrong one.

By default SSL 3.0 and TLS 1.0 are enabled, but for TLS 1.1 and TLS 1.2 you need to manually add sub-keys for
the following location on Windows 7 and Windows Server 2008 R2 platforms:

» Regedit path: HKLM SYSTEM\CurrentControlSet\Control\SecurityProviders\SCHANNEL\Protocols

To Enable or Disable the TLS 1.2 protocol, create Enabled & DisabledByDefault entries in the appropriate Client
sub-key. This entry does not exist in the registry by default. After you have created the entry, change the DWORD
value to 0 to disable the sub-key or 1 to enable the sub-key.

You will need to create the TLS 1.2 — Client Path in Regedit and then add Enabled & DisabledByDefault in the
Client sub-key.

Set DisabledByDefault to 0

Set Enabled to 1

File Edit View Favorites Help

4}, SCHANNEL * || Name Type Data
. Ciphers _u]mah..m BEC ST fualiemot c

 Ciphersuites 74| DisabledByDefault REG_DWORD 000000000 (0)

; Hashes
= 13| Enabled REG_DWORD (000000001
i | KeyExchangeAlgorithms nae - @

4 - || Protocols
b Ll S5L2.0
a-]) 55L30

|l Client

o . Server

- TLS10

b | Client

o . Server

- TLS11
i | Client

i Server

a- ) TLS1.2
.|| Client

b L Server 8

|

i | n | » i | mn

Computer\HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\ControhSecurityProviders\ SCHANNEL\Protocols\TLS 1.2\ Client
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4. Enable TLS 1.2 for Windows Service

Interfaces such as OXI are run as an MS account called Local System Account, this user is unique from OS level
users in that it picks up different registry editor keys when determining which protocol to use.

In some cases it has been observed that the Local System Account used by OXl is unable to pick up the TLS 1.2
protocol sub-keys and may default back to TLS 1.0.

If applying the three changes above still does not allow OXI to use TLS 1.2, then you can work around the use of the
Local System Account and set the OXI Windows Service to Log On as an OS Admin User (after the WINHTTP,
Internet Settings and SCHANNEL keys have been added to support TLS 1.2).

" Services (Local)

Opera Interface for ORS Marme - Description Status Startup Type Log On &5
L Opera Interface for MYFIDELIO fanual Local Syste..,

Start the service 3 Cpera Interface fo hdanual Loc B
L Opera Interface for OX]- 24 Start fanual Local Syste..,
L Opera Interface for PASIKEY Stop hdanual Local Syste..,
L Opera Interface for 5GI Pause hdanual Local Syste..,
Ly Dpera Interface for SPIRT Fesurm fanual Local Syste..,
L Dpera Interface for SyMKIs2 Restart fanual Local Syste..,
L Qpera Interface for ZDIRECT hdanual Local Syste..,
Loy Dpera Kiosk Server All Tasks 2 Running  hanual Local Syste..,
L Optimize drives Refresh B Co tdanual Local Syste..,
L Oracle opera W5 Writer Serdl f i Running  &utormatic Local Syste..,
- Properties . K
L Oracle Process Manager (O Running  Autormatic (D, Local Syste..
L Oracle Weblogic Modebana [Help Running  &utomatic Local Syste...
L Oracle Weblogic OperaOHSDaomain Modeha,.,  WeblogichM... Running  ASutomatic (D, Local Syste.
L Oracle11204TH SListener Running  Automatic Local Syste..,

By Default OXI uses Local System Account but if you need to change it to an Admin OS user that can use the
WINHTTP and SCHANNEL sub-keys you can use the Log On Tab in Services for the OXI Interface and add the
user.

Opera Interface for ORS Properties (Local Computer) -

‘ Generall Lag On | Recovery | Dependencies |

Log on &

(®) Local Spstem account

[[] Allaw service ta interact with desktop

() Thiz account Browse...
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5. Enable TLS 1.2 for Internet Explorer and Java JRE

There are several OPERA components that check the IE and Java Settings to see if TLS 1.2 is enabled such as the
OXI Processor Windows Services (Uses IE Settings) and GetID operations from OPERA Ul (uses Java Settings) for
Merchant Link.

To enable TLS 1.2 for Internet Explorer open the IE Browser and go to Tools — Internet Options

OPERA Login - Internet Explorer

6:; - I‘@ https: //rplseappl 2. b micros. cam)Oper. ,Ojl%l 4 '@ OPERA Login x |_|
File Edit Wwiew Favorites | Tools  Help
Delete browsing history. .. Chrl+Shife+Del
InPrivate Browsing Chrl+Shift+P

OR ACI_ Turn on Tracking Protection

Actived Filkering

H 0 S P |TA Ll T Fizx conmection problems. ..

Reopen last browsing session
Add site to Start menu

Yiews downloads Ctrl+1
Pop-up Blocker

SmattScreen Filker

Manage add-ons

OPERA LOGIN

Password Compatibility View settings
Schema Subscribe to this feed. ..
. Feed discovery
Domain Windows Update
Performance dashboard Chrl4-Shift+L

F12 Developer Tools

o Ll it Ll
=

Inkernet options

Go to Advanced and scroll down to the bottom, there you will find the Use TLS 1.2 checkbox, this needs to be
ticked. Click OK when finished.

.Generall Securityl Privacyl Contentl Connectionsl Programs Advanced |

Settings

Enable Integrated Windows Authentication® ;I
Enable native XMLHTTP suppart

[ Enable SmartScreen Filker

[ Enable Strict P3P Yalidation*

D Send Do Mak Track requests to sites you visit in Internet E

O usessLzo
[ Use 35L 3.0
Use TLS 1.0

Use TLS

[ L Bitificate address mismatch®
[ ‘arn if changing between secure and nat secure made
Warn if POST submittal is redirected to a zone that does n

v
4 | 3

*Takes effect after you restart your computer

Restore advanced settings |
Reset Internet Explorer settings
Resets Internet Explorer's settings to their default Reset... |
conditian.

‘fou should only use this if your browser is in an unusable state,

oK I Cancel apply.
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Java JRE Setting is only for OPERA 5.5.0 and above.

Open the Configure Java App

7
@ Internet Explarer 4 J

-
_"] Motepad 3
James Yaork
Command Prompt
Documents
OAppCFgEd - Shorkcut
Computer

% OQEDS Configuration Editor
Mebwork

*
g OXI Processor Log Yiewer 3

Contraol Panel

ﬁ ORERASIY =Stk Devices and Printers
@ LR Administrative Tools 3
(‘ 50apUI5.3.0 Help and Support

Adobe Reader X » Run...
D Configure Java Windows Security
4 Al Programs

I |Search programs and files lQJ Log off >|

Go to Advanced and scroll down to the bottom, there you will find the Use TLS 1.2 checkbox, this needs to be
ticked. Click OK when finished.
Java Control Panel | _ [ x|

General' Updatel Javal Security

L™ Do not check {not recommended)
Check for signed code certificate revocation using
-~ Certificate Revocation Lists (CRLs)
- Orline Certificate Status Protacal (OCSP)
--{¢ Both CRLs and OCSP
Perform TLS certificate revocation checks on
-4 Server certificate anly
& Al certificates in the chain of trust
(" Do not check (ot recommended)
Check for TLS certificate revocation using
-4~ Certificate Revocation Lists (CRLs)
-~ Drline Certificate Status Protocal (OCSF)
(% Both CRLs and OCSP
dvanced Security Settings
[~ Enable the operating system's restricted environment {native sandbox)
W Use certificates and keys in brawser keystore
[ Enable blacklist revocation check,
[ Enable caching password For authentication
[~ Use S5L 2.0 compatible ClientHello Format
¥ Use TLS 1.0

pod

W UseTLS 1.2

[ Store user settings in the roaming profile
I_ Place Java icon in system tray
[~ Suppress sponsar offers when installing or updating Java =

oK I Cancel Apply
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Once all changes are in place, you should see TLSv1.2 being used in your network monitoring tools when
communicating with OXI Vendors.

|'ﬁme & ISourcE I Destination I Protocol | Length I Info
474837 11641.385312 TLSw1.2 679 Application Data
474838 11641.385314 TLSw1.2 455 Application Data
474859 11641.344529 TLSw1.2 375 Application Data
474884 11641.8880852 TLSw1.2 344 Client Hello
474885 11641.888458 TLSw1.2 259 Server Hello, Change Cipher Spec, Encrypted Handshake Message
474888 11642.136043 TLSV1.2 72 Change Cipher Spec
4740889 11642.136044 TLSv1.2 167 Encrypted Handshake Message
474891 11642.139583 TLSwl1.2 679 Application Data
474892 11642.139518 TLSwl1.2 455 Application Data
474187 11642.185784 TLSw1.2 375 Application Data
474459 11646.591957 TLSw1.2 151 Encrypted Alert
474548 11649.979729 TLSw1.2 151 Encrypted Alert
474564 11658.681881 TLSwl1.2 151 Encrypted Alert
474612 11652.443452 TLSw1.2 151 Encrypted Alert
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